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Managing Information Security Risk

Organizations need to prove they are secure and compliant to key stakeholders like 
their customers, regulators or their board. Simply put, we help provide that proof. 
Imagenz security services helps our customers to achieve that in using our approach 
of Secure, Test, Aware and Protect i.e. S.T.A.P approaches since 2016. Customers 
ranges from NASDAQ listed company, MNC’s, GLC’s, Non-profit organizations to 
SME’s

Secure
Consulting As A Service 

with our proven 
framework to achieve 

ISO 27001 & ISO 27701 
certification

Aware
Online Security Training 

& customize cyber 
security awareness 

training

Test
VAPT Test & Network 

Vulnerability 
Assessment

Protect
Enterprise grade 
cybersecurity and 
defense solution to 

protect your 
information assets
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• New demand on companies
• Sanction risk and cybersecurity
• Cyber Kill Chain
• Commonly used cyber attack in data breach
• How much security is enough?
• Ransomware to pay or not to pay?

Speaker

Ash Ang
Principal Consultant
- Certified Ethical Hacker
- Certified ISO/IEC 27001 Lead auditor
- Certified Information Security Manager
- ISO/IEC 27001 internal auditor trainer
- Experience in IT Mgt & Services, IT infra, System Engineering, IT audit, Data governance in MNC
- Risk assessment with ISO/IEC 27001, ISO 27002, MAS TRM 

Ash Ang
https://imagenz.net



4Ash Ang
https://imagenz.net

Digital Transformation & 
New Technology

Ever Increasing Threats

Social Business blurring 
“social” identities 

Sanction Risks

Potential Impact

Mobile collaboration
/BYOD

Digital payment
/Cloud SaaS

WFH Supply Chain Attack

Data or device theft Malware infection
Loss of productivity

Regulatory fines
$$$$

Data Breach Skilled Security
Professionals

Can we learn faster and be smarter than the hackers
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11 secs

Ransomware Attack Every 
(Estimate)

$ 170k

Upcoming DepositsAverage Ransom Payout 

21 days

Average Downtime after Attack

$ 1.85 Million

Upcoming DepositsAverage Cost of Recovery

42%

Companies with Cyber 
insurance indicated it covered 

small part of damages

$ 40 Million

Upcoming DepositsLargest Ransom Payout

Source of information: https://www.varonis.com/blog/ransomware-statistics-2021

Ash Ang
https://imagenz.net
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“If you know the enemy and know yourself (what you have and what you need to defense), 
you need not fear the result of a hundred battles.  ― Sun Tzu The 

280 days

Avg. Time to Identify 
and Contain
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• Lock down access to vital data (avg. 170k USD payment)

• Fee is demanded commonly in cryptocurrency

Ransomware 

Target: Enterprise companies & 
businesses

• Hacker gain access to sensitive or confidential information
Phishing

Target: Individual & businesses

Denial of Service (DoS)

Target: Sites or services hosted on high-
profile web servers such as banks

• Make machine or network unavailable

• Flood targeted machine or resource with requests 

Ash Ang
https://imagenz.net
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• Defense-in-depth

• Risks and vulnerabilities

• Proactive vs reactive security

• Legal compliance

280 days

Avg. Time to Identify 
and Contain a data breach
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• Maintain security while ensuring profitability

• Adopt risk-based approach to determine the 
security controls needed
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Security Risk Management is the application of control to detect and block the threat, to detect and fix a vulnerability, 
or to respond to incidents (impacts) when all else fails.

Threat

Exploit

Vulnerability Impact

(Weakness)(Actor) (Loss)

And cause

Security risk exists when …

Examples of Threats:
• Unauthorized use of equipment
• Phishing
• Ransomware
• Denial of Service Attack
• Data Breaches

Example of Vulnerability:
• Software vulnerabilities
• Poor password management
• Insecure network
• Lack of security testing
• Lack of security awareness
• Lack of established monitoring mechanism for security breaches

Threats
What are the losses if our 
most important assets were 
compromised? i.e. loss of 
confidentiality, integrity, 
data access

Actions
What actions would be 
required to mitigate and 
respond to a breach i.e.
remediation, respond plan

Cost
How must would it cost to 
address problems 
associated with breaches?

Questions 
to

Ask

What will
Happen 

if…..



1. Identify what information assets you own

(KNOW WHAT YOU HAVE) 

a. How critical it is to protect it; Low, Medium, High Risk
b. Risk level and Impact if lost or breached, measure in terms of 

dollars!

2. Identify what the type of protection needed based on criticality and impact 
(UPDATE YOUR DEFENSE)

a. Defense in depth (network protection, endpoint protection, 
encryption, Web Application Firewalls)

b. Monitoring (e.g. Endpoint Detection & Response)

3. Awareness training for your team

12Ash Ang
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Help to Subscribe, Share and Like us on Facebook, Youtube

Imagenz
https://imagenz.net



THANK YOU! Ash Ang

E: ash@imagenz.net

M: 91087809

https://imagenz.net


